Graphing with IDA Pro. o pataRescue 2005

Wingraph32, a partial port of the VCG graphing library, is available since IDA Pro 4.17.
IDA is able to produce standard GDL graphs which are then passed to Wingraph32 for drawing.
The graphing commands are available in the graph toolbar.
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Let's look more in detail at some of these possibilities.
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Flow charts.

Observing a function's code flow on a graph usually gives a better global view of a function's
structure than the one we'd get by browsing. The Flow Chart command draws such graphs.

H IDA Yiew-L

G849AFSE

_strncpy proc near ; CODE

-~ WinGraph32 - Graph of _sl:rm:::"

N [=]
; char =_ cdecl strncpy{char =dest,const char =src,size t maxlen)
REF: sub_429BBL+14CTp sub_429F68+1FTp

=10l %]

File View Zoom Move Help
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If you want to graph several functions at the same time, or to graph only a portion of a larger
function, just select the area of interest using our standard selection keys.

B DA View-L = WinGraph32 - Graph of 004026140040 _1of x|
80482608 ; SUBROUTINI File Wiew Zoom Move Help
80402608
BeuB26088 ; Attributes: bp-based frame = (100 | 4 MOEH || [N
00402608 S| alafxe|+| [+ o= [N
88492688 sub_4B82688 proc near ; DATA XREF: .d: Od0peL4: -
88402668 add ::: TZLh, swilch 8 cases
004082608 arg_BA= byte ptr B Ja default; default
88402608 ] [
80402608 push  ebp e abes
8040826089 mow ebp, esp l
8040826688 push ebx - _I
. uss_junp_isbls:
8048266C push ES:!- Jmp dword pir de:jump_tablelese4]; swiich jqu‘
804826680 mouw esi, ecx T
A848260F mov ebx, eax
86402611 nouzx  eax, word pr [esi] 7 B8 &9 oy B BY 524
|
K1 I 0
|66.6?°fo |(D,D) |ID nodes, 11 edge segments, O crossings >
T
BOUBZOUT § - -
a8a4e2647
00482647 eax_4: ; CODE XREF: sub_482688+18Tj
8au02647 ; DATA XREF: Sul:l_!ll]26l]8+1FTD
— BO4B2647 test [ebp+arg_B], 4 ; case Bx2% =
1] I o]
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Function calls.

Usually, analyzing dependences between functions is necessary to understand how a particular
application works. IDA offers us a command to graph all existing dependences (cross references)
between program functions.

B IDA Yiew-A

inGraph32 - Call flow of sort.exe

= Y =

.text:@8048108080 start Filz View Zoom Move Help
.text:00461000

“text:oouo1o0o var 2 3| & A% |+ [ S|@|==| [N
.text:ae8401000
.text:ae8401000
.text:oo461061
.text:oou01003
.text:@8461006
.text:@au61080
.text:00461006F
.text:@e4p1010
-text:00401010 loc_4l
.text:ae401610

text: 00401013

.text:80401817
.text:88468181C
.text:080401020
.text:004681824 —
.text:884081829

-text:a848182D

=ub_4031B4

=ub_409B18

siub_4 09854

-text: 008401630 I GetModuleHandled cygwin_internal

text:00401033 — ,,l
.text:a040810838 P y
text:a848183D _I _I - —I L
_text:0040103F |85..T"1°.fo |(—3059,4) |159 nodes, 571 edge segments, S49 crossings i vI
K| o

This command is mainly interesting for small programs, because the graph quickly becomes
extremely complex in the case of a program containing a large number of functions. Notice that the
graph's colours depend on functions/addresses attributes (externals functions, libraries functions,
entry point, ...). The colour scheme is coherent with the one of the disassembly view.
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Function cross references.

Xrefs to and Xrefs from allow you to focus on cross references to and from a particular function.

The Xrefs to command graphs data and code cross references leading to a given function. Let's have
a look at the foupper() function, from the C Standard Library, that translates characters to upper

case.

E IDA View-A

.ﬁ;ﬁ@ﬂuﬁ

Attributes: 1ibr gl ke

SUBRDUTTINE

s int

File Wew Zoom Move Help

decl t int
.text:00433020 _tuupp;cple‘gc n::EPET(EEDé %REF: recursive fu ] R[R[2E[% 4| [ S|@|==| |_

; recursive FUl'lCtlﬂl'l*ﬁﬂTP [data:0044ADFC: dd oFfast c=11back function]

DestStr= word ptr -8
MultiByteStr= byte ptr &4

nov eax, Locale
sub esp, &
test eax, eax
push ebx
jnz  short loc_433A4B
noy eax, dword ptr [esp+8Ch+HultiByteStr]
cmp eax, 61h
jl loc_433B17
cmp eax, 7Ah
jg loc_A433B17
sub eax, 28h
pop ebx
add esp, 8
retn
loc_433A4B: ; CODE XREF: _toupper+Btj
nowv ebx, dword ptr [esp+BCh+HultiByteStr]
cmp ebx, 188h
jge  short loc_433R83
cmp  cchMultiByte, 1
jle  short loc_433A6D
push 2 ; int
push ebx ; int
call _ isctype
add esp, &
jmp  short loc_433n78

a1 1bad:_function

NinHainais

=ub_4Z7HDE

=ub_40518A

i

-

K1l

B

[eo.61%  [go,0)

|13 nodes, 16 edge segments, 0cre

il
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At the top of the graph, we notice the start() function: it calls the WinMain() function. On the left,
we observe a function pointer to the callback function(). On the bottom right, we can observe the
recursive_function(), calling itself. We also remark that the strfoul() function (from the C Standard
Library, who converts a string to an unsigned long) indirectly depends itself on the toupper()
function. Finally, notice that the selected function is always surrounded by a blue frame.
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The Xrefs from command graphs code cross references coming from a given function. In this
direction, only code cross references are used (and not data cross references) to avoid filling the
graph with all the global data referenced from each function on the graph. Let's use this command
on the foupper() function.

E IDA View-A oy ]
Graphs Ef (ERIII SUBRODUTINE [l =]
&AW Attributes: library Fu§tinn

== WinGraph32 - Xrefs from _toupper — |EI|£|

; int cdecl toupper{int
’ Bl pp '([:I]DI!Z Fille View Zoom Mowe Help
H

reew 5 @@ sl [+ [F ©l@[=[ [

DestStr= word ptr -8 .:J
MultiByteStr= byte ptr 4

.text:00433A20 _toupper proc near

nou eax, Locale
sub esp, 8

test eax, eax
push ebx
jnz  short loc_433A4B I

nowv eax, dword ptr [es I
cmp eax, 61h
jl loc_433B17

cmp eax, 7hh e
jg loc_433B17 =
sub eax, 20h
pop  ebx EoO— | |1
add esp, &
retn

|

’ | -

| |
[ |
loc_433AL4B: ; CODE
nouv ebx, dword ptr [es
cmp  ebx, 186h [ | |
jge  short loc_433A83
cmp  cchHultiByte, 1

jle  short loc_433A6D

push 2 ; int M|

push ebx ; int 4] [ D

call  isctype 52.63% |(7.4 28 nodes, 46 edge segments, & crossings

add  @sp. 8 | (7,4) | , 48 edge segments, g ALI
1] | IO

Here, we observe that the toupper() function make a wide use of others C Standard Library
functions, themselves directly or indirectly using some Windows APIs, like
WideCharToMultiByte() or VirtualAlloc(). As with the Flow chart command, those cross reference
commands can also be used on a selection, to graph several functions.
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User defined cross references chart.

IDA offers advanced graphing functions for more sophisticated users. Let's see how we can use

them in practice.

E DA Yiew-a ) [m] 4|
I SUBRQUT I NE NIy =
ributes: library functi =]
; int _ cdecl toupper{int)
-text: 008433020 _toupper proc near ; CODE ¥ Endaddiess PE%D&B3ﬁ2D ‘:J
; FeCUr:
—Starting direchom———————
DestStr= word ptr -8 [w Cross references ta
HultiByteStr= byte ptr &4 [v Cross references from
mov  eax, Locale Parameters
sub  esp, 8 W Becursive
test eax, eax v Follow anly curent directian
push ebx
jnz short loc_433A4B .
nou eax, dword ptr [espi Recursion depth|-1 vI 1
cmp eax, 61h —lanare
j]. 10[:_’43331? I_ Externals
cmp eax, 7hh [ Data
19 loc_433B17 [~ From librany functions
sub eax, 268h I To lbrar funct
pop ebx a library functions
add esp, 8 —Print options
retn [~ Frint comments
2 TTTTTTTTTTTTTTTTTTTTTTTTT ¥ Frint recursion dots i
loc_433A4B: ; CODE *
mov  ebx, dword ptr [espAd
cnp ebx. 186h 0Ok Cancel Help |
jge short loc_433Rn83 |
< | 2

Let's take some practical cases requiring the use of these options.
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Data cross references.

Remember that the Xrefs from command only draws code cross references. But sometimes, it
could be useful to also follow data cross references. Let's apply this to observe a pointer to an array
of function pointers, by unselecting the Cross references to and Ignore Data options.

Bl IDA View-A =100 x|
.data:88449797 dhb a; ;l
.data:@eu49798 function_pointers_array dd offset funci1, offset func2, offset func3, @
-data:@e449798 ; DATA RREF: .data:@e4497n8lo
.data:eau497Aa8 pointer to the array dd offset function pointers array
.data:884497A8 ; DATA XREF: sub_414AF8+88To
.data:@884497AC dh A :

X

Start address [ data 00445748 =]

End address |_data:IJD44S?‘A8 j -~ WinGraph32 - User defined xrefs chark: poin -0l x|

—Starting direction———————— File “iew Zoom Move Help
&:ross references to él @\l&l:r‘:lg‘?l_étbl m@lalgﬁlil N

w Crogz references from

—Parameter: pointer_to_tha_array: dd offset function_pointars_array

¥ Becusive
v Follow anly current direction

R ecursion dBDthI-'I vl : |fun:tiun_puintars_array: dd offsat funcl, offset funci, offsat funcid, I]| _I

~lgnone
[~ Estemals

pgata
From bran functions

[~ Tolibramy functions

= = 4

—Print optiony —I —I

[~ Frint commerts |65.93% |(—3689,9]| |141 nodes, 230 edge segments, 276 crossings
v Frint recursion dots

0k I Cancel | Help |

N O
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Yet another possibility is to show references to global data. We can show references to global data
from a function, or search for functions referencing a set of global data referenced by the cross
referenced functions. It is a good idea to specify the maximum recursion depth, to avoid an almost
unreadable graph.

E/1IDA Yiew-B -0l x|
aeLARAAs al@5u db "%ASu’,8 ; DATA XREF Suh_llﬂ1Ell[:+9[:Tu ﬂ
aoLAsseE all db “w+' .8 ; DATA XREF: 5uh_hﬂ1?28+SBTD
BOLABGAE aW A db ‘w+',8 ; DATA XREF: Suh_llﬂ1?28+?91'u
9048611 a_string db a ; ; DATA XREF: Suh_llﬂ1?28+DBTD

T

User xrefs chart x|

: sub_481B34+28To
EF: sub 4@81B34+3ntTo
== WinGraph32 - User defined xrefs chart: [aWingrag =10l
End address IDD#«SEEC j I File Yiew Zoom Move Help
tting direction——————— a.
1033 references to Eél IE-:LlEl|J'r~‘:‘f|1‘”u"‘nI{k—l m@lglﬁlil N
Crogz references from s ;I

Stat addiess [00446612 =l

—Parameter
¥ Becursive
v Fallaw only curent direction r

Recursion dept

—lanare L
[~ Extemnals
Data
From library functions
[~ Talibrary functions

PR 1]

=ub_40Z074

=ub_4017Z8

ode=, %¥d edge =egnents, ¥d crossimgs’ .0

#'ingraph3Z3: db *¥inBraphdZ - %¥a* .0

rPrint optiong—————————

[~ Print comments il _I _:i
&

e Pink recursion dots |61 BE% |(-439,13) |9 nodes, 7 edge segments, 0 crossings

kK Canicel | Help | "I

P —— _’I

Because we left the Print recursion dots option checked, some dots appear on the top, indicating
that at least one cross reference exists outside of the range specified by the given recursion depth.
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Recursion depth.

As we mentioned previously, the Function calls command isn't useful if used on a normal program
containing a large number of functions. Again, by specifying a Recursion depth, we can try to get

the same style of graph, but focused on a particular function. Let's try this on the fopen() function.

E1DA View-a

SUBRDOU T

; Attributes: library Function

.text:00431E58 _fopen proc near ; CODE

x|

User xrefs chart

Start address I.te:-:t:DD43‘l E5O
End address | text00431E50

Starting direction———— |
¥ Cross references to
v Cross references from

[
[

—Parameter
v Becursive
v Follow only curent direction

Fiecursion depth‘z ' vl

—lgnore
[~ Estemals
v Data
[~ From libramy functions
[ Tolibrary functions

Pont options————————
[~ Print comments
[w Pirint recursion dots

Cancel Help |

XREF
yingx

fion

b ¢
XREF
yingx

TOX 5

[P or g_o]

== WinGraph32 - User defined xrefs
Filz Wiew ZFoom Mowe Help

=101 x|

=0l x|
B

2| &lalze]+| [T ole== Y

b 4137653 b 413738 h_4+TAEE3

b 477 ICE

virmaing s B a4 [TERE Ab_AT1A05 [ b 4770

b 4130

-

K

2l

|55.56%  [i0,0)

|24 nodes, 37 edge segments, O crossing 2
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Ignoring specific functions.

IDA's FLIRT (Fast Library Identification and Recognition Technology) identifies standard
functions from many libraries. Since these functions are richly documented, we usually aren't too
interested by their internals. To hide all those internal cross references and obtain a simpler, more
readable graph, we can simply activate the Ignore From library functions option.

E DA ¥iew-A =10l x|
Stexto@O4O5F33 © 1INl SUBROUTIHNE [ ittt |
.text:00405F33
.text:00405F33 L
.text:00405F33 ; int  cdecl set title{char =)
.text:08405F33 set_title proc near ; CODE XREF: WinMain(x,x,x,x)+82FTp
_tnui‘ "AGMACES29 = cuh J BzEﬁBq-g[:sTp R
R dUser srefs chart x|
-t
.t Start address I.te:-:t:DEl4ElEF33 vl
== Wi - i # - s
.t End address [ ot 004057 33 = = WInEI‘aph32 User defined srefs chark: s ] 4
-t *  File ‘iew Zoom Move Help
-t Stating direction———————————
-t | [T Cross references to él @l|"51|:":|199 |'¢'| m@l@lgﬁlil N
-t v Cross references from ;l
R * ==1_1i1la
_t  Parameter
.t | ¥ Becursive
.t | | Faollow only current direction
-t t
.t I
_t Recursion depth|-1 vl
-t rlgnorne
'E [~ Estemnals :
-t E Data |
ot 1om library functions hd
_t To fibrary functions LI —I —'I
-t - - |E-8.9?% |(IZIJD) |11 nodes, 12 edge segments, 0 crossings v
t rPrint options——————————
-t [ Print comments
:t [+ PFrint recursion dats
-t
-t
ot 0F Cancel Help
.t XREF: set_title+35T1j -|
1 I— >
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However, cross references to external Windows APIs such as MessageBox() are always present on
our graph. If we also want to hide those cross references, and really focus on the dependence of a
function on library functions, we can also activate the Ignore Externals option.

B 1Da view-a =] S
LtextzOBMOSF33 ; {11110 iiiiitill SUBROUT DNE [Ppriiiiiiibbbittrniiiiiiiiiiniiiiit |af
-text:884085F33
-text:884085F33 25
-text:088405F33 ; int  cdecl set title{char =)
-text:088405F33 set title proc near ; CODE XREF: WinMain(x,x,x,=)+82FTp
.text:AALASFA3 : suh 4P2EGB+9C8Tp ...
BEiUser xrefs chart |
L
.te  Start address I.te:-:t:DD4EIEF33 - I
.E: Erd address | tont DO40EF 33 = N = WinGraph32 - User defined &k =10] x|
) o File Wiew Zoom Move Help
-te [ Starting direction—————————
-t | ¥ Crozs references to gl &ll&l:»{l"g‘l{%l m@l@l@lil E
'E( [+ Cross references from :I
-Le i == i1le
-te [Parameter se-title
-te | ¥ Recursive
-te | ¥ Follow only curent direction
-t r
-t
. - sub_416356 sub_41643E _I
.te Recursion depth |1 -
-t
~lggore
'E: éﬂxtemals :
-c TN circoy [l et oo [l ovio [ iree
_te | W From libram functions -
te | [T Tolibram functions iI _I _,I
'E: —Print optiohs———————— |?4.D?°.n"o |(DJD) |8 nodes, 9 edge segments, O cross %
_te | [ Print commerts
_te v PFrint recursion dots
-t
-t
_te ] Cancel Help
-t REF: set title+35tj -|
Y — D
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Conversely, we could also draw cross references to external Windows APIs, and ignore cross
references to library functions. This shows how much a function depends on DLLs.

E DA Yiew-a Ol x|
-textz@BAOSF3B  [IIIIIIIIN SUBROUTINE i o
text:004085F33

text:-aBupsF33

-text:@88485F33 ; int _ cdecl set_title({char =)

.text:00405F33 set title proc near ; CODE XREF: WinMain{x,x,x,x)+82FTp
text:aB4B5F33 . sub !lBZEﬁB+9[:8T|:I —

X

Bluser xrefs chart

- ﬁtartaddreSSI.text:DD4DEF33 vl
" End address |.tem;nu405F33 v| d =

= Startting direction——————————

) [ Cross references o = WinGraph32 - User defined xrefs chark: set’ 10l x|

. [ Cross references from * File View Zoom Move Help

| [ 3| alalzxw+]| [F oe== [N

- v Follow only cument direction .
. t set_ti1t1e

- Recursion depth|-1 vI

lgnore
[~ Estemals *
[v Data sub_41643E sub_416348 —I
. [~ From library functions

- TD library functions

—Print optiong
[~ Print camments

. [¥ Print recursion dots

) Al _

- | |82. 19% |(D,I:I) |6 nodes, 5 edge segments, O crossings

A=l

0F Cancel Help
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Printing comments.

Let's complete this small tutorial about IDA's graphing features, by presenting a way to graph the
dependency of a Windows application on functions from a particular DLL. This can be achieved by
creating a graph based on a selection of all external declarations related to this particular DLL. We
can also activate the Print comments option: it will print comments associated with these external
functions. The example below shows how much a program depends on functions exported by

comdlg32.dll.

| User xrefs ch

Start address I.idata: 00462930 - I
End address I_idata:DD45294D 'I

rStarting direction—————————

v Cross references o
v Cross references from

—Parameter
¥ Becursive

v Fallaw only current direction

Recursion depth I-‘] vl

rlgnore
[~ Extemnals
v Data
[~ From library functions
[~ Tolibram functions

rBont options———————
Tink cammets
v Print recursion dots

1] Cancel

Help

ilen

111

.idata: 88462948
.idata: 88462948
.idata: 00462940

.idata: 804629408 end start

= WinGraph32 - User defined xrefs chart: [ iy -0l x|

File Wiew Zoom Move Help

3| alalxe|+| [+ o|e== [N

B
irkain2l5
b 407100 = e 2= )
b _407IFS sb_40C0FC J

b 407200

vl i Tebamad ChoosaFonild

ChoceaCol ord Gl OparF 1 1 ablaman

y =

|E-6.E|?% |(-215J-3) |15 nodes, 15 edge segments, O crossings

wdl=le

T

7 [

.
O

Here's how the combined use of IDA and WinGraph32 allows the intuitive representation of a large
amount of information from complex executables.
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